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INTRODUCTION 
Control rooms serve as the operational heart of an  
enterprise, be it in the broadcast, public safety, industrial 
or defense industry, and optimal 24/7 functionality and 
efficiency are critical in these environments. For any control 
room build or upgrade, the planner’s goals are to improve 
workflows, increase uptime and reduce maintenance costs 
while also enhancing the operator experience, improving 
situational awareness, and decision making and enabling 
greater collaboration. 
 
In pursuing these critical goals, planners face the challenge 
of using new technologies and solutions to give operators 
the tools and information they need in the most efficient 
and user-friendly manner. A great deal has changed in the 
past five, 10, 15 or more years since many control rooms 
first were built. Today, their design and infrastructure must 
accommodate greater numbers of data and AV sources and 
streams, new media formats with higher bandwidth and 
storage requirements and significantly different types of 
networks, interfaces and devices for handling all  
of this information.

While many control room facilities are undertaking an 
ongoing digital transition with respect to their signal 
switching and extension systems, others are considering  
the move from analog AV infrastructure to IP-based control 
room infrastructure and possibly the use of virtualization  
and cloud-based servers to reduce equipment costs and 
overall control room complexity. In all these instances, 
resilience, plug-and-play interoperability, future-proof 
scalability and ease of use are top priorities for the  
installed control room solution. 
 
This paper will delve into these concerns and challenges, 
first by describing a complete solution built on a unified  
KVM (keyboard, video, mouse) connectivity and signal 
distribution system and then by explaining how all 
components in the full solution work together to address 
the requirements of modern control room applications. 
The paper will conclude with a discussion of key system 
considerations and how best to move forward with a new 
build or upgrade while minimizing costs and downtime. 
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Figure 1: Control Room Signal Flow

 
KEY REQUIREMENTS FOR EFFICIENT MISSION-CRITICAL OPERATIONS 
In deploying new control room infrastructure, planners and integrators should ensure that the end result will address the immediate 
requirements of a mission-critical AV, communications and control facility and that it can grow and evolve economically to continue 
meeting those needs. Key solution considerations include making the control room future-proof, employing or keeping the door 
open to virtualization and cloud technology, ensuring high reliability and continuous uptime, establishing and maintaining high 
video quality and addressing current and future network and bandwidth requirements. 
 
Future-Proof: Evolve Incrementally, at a Comfortable Pace 
By building future-proof control room infrastructure, an enterprise or organization gives itself a foundation for smooth, incremental 
growth that leverages new techniques and technologies — and their benefits. A robust KVM solution can offer valuable plug-and-
play interoperability that simplifies expansion and upgrades. It can pave the way toward HD and 4K video transmission. It can 
facilitate use of a dedicated network or standard IP network infrastructure or both. 
 
IP is an attractive solution, largely because it is cost-effective and highly scalable. Still, the prospect of implementing an IP network 
for control room applications can be daunting. By supporting legacy networks and IP infrastructure, today’s more sophisticated 
KVM systems make it possible to migrate to IP systems and infrastructure at a comfortable pace. With IP connectivity established, 
the control room can realize unlimited scalability with respect to endpoints, including virtual machines. 
 

Modern Control Room Requirements 
Every control room depends on AV infrastructure — cabling, scalers, processors, extenders, switches, user consoles, screens and 
monitors, keyboards, mice and more — to enable the sharing, manipulation and control over content, servers and remote machines. 
Keeping these systems current and working together optimally is no small task, particularly given the rapid pace at which data  
and AV technologies have evolved in recent years. 
 
Consider, for example, the switch from old analog to new digital interfaces. In the past, support for 720p video resolution was 
sufficient. Now, however, a facility must be able to support 1080p or even 4K video streams and other visual content. This shift 
in supported resolution has implications not only for source PCs and KVM extenders, but also for the facility infrastructure itself. 
In this case, and any other project that involves an update or purchase of control room equipment, system planners need to 
understand both the requirements of their application and the possibilities offered by modern control room solutions. 
 
Control Room Solution Overview 
A complete control room solution facilitates flexible routing, switching and extension of signals between source PCs, physical and 
virtual servers, control interfaces, peripherals and visualization systems. The combination of a sophisticated KVM system with video 
wall software, AV components and control systems over an IP network or proprietary connections gives system administrators  
and operators fast, convenient, customizable and secure access to the data and control functions essential to their work.

COMPLETE CONTROL
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Virtualization Support: Combine Physical  
and Virtual Servers with Ease 
Not every control room planner is looking to move right into 
virtualization, but its benefits are difficult to ignore. The two 
primary reasons companies consider virtualization are cost 
and energy savings. Virtual machines are more economical 
than traditional servers, so they make a compelling solution 
for reducing overhead and hardware costs. By replacing 
physical servers with less-expensive virtual machines and  
a centralized system management platform that improves 
performance, availability and scalability, control room 
planners and administrators can reduce time-consuming 
processes and total operation costs. 
 
In the conventional model, server rooms or control rooms 
rely on physical PCs to run individual programs. One Linux 
system might be used just to run control software while 
another system is used to aggregate video streams, for 
example. Today, however, these systems are being 
virtualized, with a single server hosting multiple systems and 
applications. Thus, rather than put up 10 physical servers for 
10 different applications, the control room planner can put up 
just one or two servers and virtualize them.  
 
Until recently, there was no simple way to allow an operator 
to access a virtual machine where once he or she accessed a 
physical machine. The emergence of KVM systems that 
support both virtual and physical servers at the same time, 
using the same interface, today gives operators the ability to 
switch between these systems without worrying — or even 
knowing — about which is real and which is virtual.  

The operator simply selects the desired source, and the 
switch is made. Because the KVM system ensures high-
speed access, it’s as though the operator is sitting right next 
to that source. This zero-client-based access solution for 
virtual machines eliminates issues of latency and lag that 
can compromise the user experience and overall productivity 
when using IP networks to work with high-resolution media. 
 
Support for both physical and virtual servers also makes it 
easy to migrate physical servers to virtual machines without 
any downtime. Administrators simply mirror existing physical 
servers to virtual machines and, at a certain point, complete 
a full shift to a virtualized system. System management 
effectively remains the same; operators wouldn’t necessarily 
know that they are dealing with a virtual machine. They can 
turn their attention toward other tasks and concerns. 
 
The zero-client-based approach to virtualization offers 
another key capability: sharing of virtual machines, with 
multiple people having access to a virtual machine, 
simultaneously or sequentially. During testing within the 
control room environment, for example, this capability would 
allow several operators to work in tandem as they monitor 
and manipulate data in a particular virtual machine. 
 
Ideally, the KVM solution will support any combination  
and number of physical and virtual servers and desktops, 
allowing operators to work anywhere with easy access to  
all data and content. 
 

EMERALD RECEIVER 2

EMERALD 
RECEIVER 1

KVM OVER RDP/REMOTE FX
OR PCoIP

BOXILLA KVM MANAGER

IP, INTERNET
OR PROPRIETARY
KVM NETWORK

FIGURE 2: KVM MANAGEMENT OF PHYSICAL AND VIRTUAL SERVERS
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Most control rooms today rely on KVM extension to back- 
rack critical infrastructure, moving PCs and servers to  
a different room, such as a secure, climate-controlled 
equipment room, so that control room operators can work  
in a quieter, less-cluttered and cooler space. In larger 
enterprises, KVM extension allows operators to access 
remote PCs or servers installed across several different 
equipment rooms or the cloud. Across these longer distances, 
KVM extenders help in overcoming the bandwidth limitations 
of VGA, HDMI and DVI cables, as well as the distance 
limitations of PS/2 and USB protocols. Peripheral and 
high-resolution video and audio signals can be extended over 
CATx, fiber or IP, as necessitated by the distance involved. 
 
Unlike software-based remote access solutions, KVM 
extender solutions can preserve the desktop experience by 
ensuring high-speed, real-time access to source PCs at high 
resolutions. KVM extenders also can allow operators to work 
across Mac, PC and Linux environments using just one set of 
peripherals and one display. For the system administrator, 
KVM extension simplifies management of servers and PCs 
installed securely in one or more remote locations. 
 
KVM Matrix Switching 
Control room planners and integrators can leverage KVM 
matrix switching technology to further boost system 
flexibility. Smoothly switching and routing signals between 
the control room and equipment room, this technology not 
only simplifies access to various machines but also allows 
multiple operators to control multiple PCs. In other words, 
every operator could (if necessary) have access to every 
source, an especially valuable capability in collaborative 
analysis and in training exercises. 
 
Depending on the control room environment and its 
requirements, the integrator can create matrices to support 
any combination of HD and 4K resolutions, transparent USB 
2.0 devices, bidirectional analog audio and serial RS232 
signals. In addition to improving the productivity of operators 
who need cross-functional data access, this approach 
facilitates more flexible control over visual and peripheral 
elements and more effective workflow monitoring across a 
variety of devices. 
 
Some KVM systems engineered for today’s mission-critical 
24/7 control room environments can deliver video resolutions 
at 2K, 4K or greater over an IP network, a proprietary direct 
connection or both. A proprietary direct connection with the 
matrix switch can provide some bandwidth advantages and 
fast switching characteristics, and it is less prone to 
intrusion. IP switches, which often can be built on existing 
network infrastructure, can contribute to smoother scaling 
and make a system more future-proof. Using a KVM system 
that supports proprietary and IP switches, or a combination 
of the two, control room planners and integrators will enjoy 
the greatest flexibility in optimizing operations.

24/7/365 Reliability and Performance:  
Ensure Network Resilience 
Fail-safe operations and maximum uptime are vital in 
mission-critical control room applications, so it is important 
to plan for network resiliency at every level, all the way up to 
complete switchover from one control room to a backup 
control room location. The KVM infrastructure should 
incorporate redundant network interfaces supporting both 
CATx and fiber connections through SFP slots. 
 
Redundant paths and server endpoints allow for fail-safe 
backup, and the pooling of multiple KVM transmitters and 
sources can provide operators with capable alternate 
systems if a computer crashes or is unavailable for use. 
Redundant power supplies with status monitoring can help 
keep all systems online. The KVM management system 
likewise can provide critical status alerts to prevent failures 
or bandwidth shortages that can hinder performance  
and productivity. 
 
While network security itself is a greater concern for  
IP-based infrastructure than for proprietary systems, the 
reality is that IP-based KVM signals are securely encrypted 
and managed out-of-band, so unwanted users cannot 
access those devices without actually sitting at the source 
PC. (And by that point, other security protocols already  
have been compromised.) 
 
Network and Bandwidth Requirements 
Control room planners can use an existing IP network that 
can provide enough bandwidth to transmit the required data, 
or they can implement a dedicated IP or proprietary KVM 
network. The required bandwidth depends on the video 
quality, required resolutions and bandwidth consumed by 
USB devices. Varying degrees of video compression will,  
of course, have varying bandwidth requirements, from highly 
compressed (35 Mbps, 1080p@60fps) to pixel-perfect  
(450 Mbps, 1080p@60fps). A 10-Gbps connection is necessary 
for pixel-perfect 4:4:4, 4K@60Hz video transmission. 
 
ESSENTIAL COMPONENTS  
IN A COMPLETE SOLUTION 
The mission-critical control room environment is built  
on a variety of components that together simplify signal 
management, ensure reliable signal switching and extension, 
support visualization and collaboration, enable flexible 
sharing and control of resources and facilitate real-time 
monitoring and control. 
 
KVM Extension 
KVM is a signal extension and connectivity technology that 
provides remote access — over short or long distances — to  
a variety of source devices, such as PCs, servers and other 
sources. Using this technology to facilitate point-to-point 
extension of computer signals, the control room planner can 
empower operators to access a remote computer using a 
local keyboard, monitor, mouse and even a high-speed USB 
2.0 device such as a Wacom tablet.  
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Support for both physical and virtualized servers and 
desktops is another key feature of sophisticated KVM 
solutions. Administrators simply add virtual and physical 
servers to the KVM matrix, and operators then can remotely 
access them via hotkeys, a touch-screen interface, USB 
push-buttons or an on-screen menu. 
 
KVM Receivers and Transmitters  
KVM systems rely on a series of KVM transmitters and 
receivers for point-to-point movement, extension and 
switching of all variety of signals, whether locally to a 
separate room or much greater distances over a WAN. 
 
A control room planner thus might choose to launch a new 
KVM system with a relatively small number of these device 
pairs and then grow that matrix, and the source systems it 
connects, over time with the addition of further transmitter/
receiver pairs. By adding a new 4K-capable extender, for 
example, a control room administrator can maintain HD 
support while migrating the facility toward 4K resolution. 
Larger deployments — more than 32 endpoints, for example 
— often incorporate a KVM management platform (more 
on that later) to simplify management, monitoring and 
maintenance of the entire KVM system. 
 
Transmitters and receivers typically provide redundant 
network interfaces for uninterrupted connectivity. When 
the planner or integrator has designed the KVM system 
to incorporate a remote backup control room, operators 
maintain single-click access to that control room for  
instant disaster recovery. 
 
IP Switches 
IP switches give control room planners the means to  
connect all required network-based AV devices and sources, 
including IP-based KVM extenders and switches. Utilizing IP 
as a transmission protocol for control room IT-infrastructure 
provides a high degree of flexibility for future system 
expansion. The resulting control room solution thus can 
be tuned to the unique connectivity needs of the facility 
or application. To set up versatile network infrastructures, 
integrators can take advantage of various SFP (small 
form-factor pluggable) cages to achieve fiber and CATx 
connectivity at the appropriate speeds and bandwidth 
throughput. For example, 1-Gbps SFPs would be appropriate 
for HD signal transmission, and 10-Gbps SFP+ modules  
would be suitable for transmitting 4K60 signals or for 
aggregating multiple connections through a 100-Gbps IP  
or direct-connect switch. 
 
Glide & Switch 
Glide & Switch functionality allows operators to interact 
with multiple computers using a single keyboard and mouse 
across multiple displays. With continuous and simultaneous 
access to all video and audio sources, an operator can  
switch between target computers by simply moving the 
mouse pointer from monitor to monitor. Operators can  
easily combine audio, share independently-switched USB  
2.0 peripherals or copy and paste files between computers. 
 

System planners can employ Glide & Switch to save desk 
space, lower overall equipment costs and reduce the 
likelihood of operator error. Without the need to use hot-keys 
or additional buttons, operators can work more quickly  
and comfortably. 
 

KVM System Management 
In a KVM environment incorporating hundreds or 
thousands of devices, an intuitive, easy-to-use KVM system 
management platform is essential. Tied tightly to the KVM 
system, the management platform gives the IT system 
manager a convenient tool for centralized monitoring and 
control over both devices and all KVM system components.  
 
Using a command center dashboard, the IT system manager 
or control room administrator can get an instant snapshot of 
the entire KVM network. Accessed locally or remotely via a 
secure browser-based connection, the GUI can show active 
users and devices, how much bandwidth different devices 
are using and overall performance of the KVM system at any 
given moment. Drill-down menus support further analysis  
of parameters such as bandwidth, frame rate, user changes 
and power usage. 
 
Capabilities include control over user access, monitoring 
of device status, adjustment of bandwidth consumption, 
proactive identification and resolution of potential 
performance issues, setup of security alerts and single-click 
updating or upgrading of anywhere from one to thousands 
of remote endpoint devices. Equipped with an auto-detect 
feature, the management system typically can connect 
and configure new endpoints on the fly, without manual 
intervention, saving administrators significant time and work. 
In some cases, the management system also supports the 
connection of other KVM systems, supporting the expansion 
or upgrade of existing control room systems without the 
need to replace all components.
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When the KVM management system is connected to a 
hardware-based KVM matrix for both physical and virtual 
servers, system managers and administrators can quickly 
leverage the benefits of virtualization while realizing more 
extensive KVM and AV/IT management and control. 
 
Multisystem and Room Control System 
A multisystem and room control system enables one-touch 
control over multimedia, AV, KVM and IP-enabled devices, as 
well as room automation systems. With this kind of control 
processor and its touch-screen interface, the administrator 
or shift manager can very simply manage the full control 
room environment, from lighting, window shutters and even 
furniture position to KVM switching. Specific sources can 
be directed to specific work spaces, or specific content 
brought to a video wall. Preset configurations make for quick, 
easy adjustment of control room systems and devices to 
accommodate different tasks, different operators or operator 
shifts, different times of day and other changing control room 
conditions or applications.

 

Video Wall Management Software 
Video wall software empowers control room operators to 
display high-quality content, from any source, across multi-
screen display walls in virtually any configuration. As the 
operator uses a drag-and-drop interface to add, move, resize 
and change content, those adjustments are reflected and 
displayed on the video wall, distributed visualization system 
or other display devices in real time. With these capabilities, 
shift managers and operators can optimize their handling 
and display of various sources for collaborative visualization 
of data and video streams. 
 
Provided as a software-based solution, a video wall 
management system doesn’t require investment in a lot 
of hardware components. Instead, administrators install 
licenses as needed on the source and controller PCs, all 
running over IP. Adding new sources is as easy as connecting 
them to the underlying IP network or setting up a new 
IP-based video-stream. Redundant controller computers 
make sure that control is switched over seamlessly in 
case a network connection is lost. Two video walls can be 
connected to enable mirroring of content for security reasons 
or, in the case of disaster recovery, a switch of control to the 
backup control room. 
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COMPLETE CONNECTIVITY, VISUALIZATION  
AND CONTROL SOLUTIONS 
Whether in an existing control room or new build, planning 
and integrating a full KVM infrastructure along with 
management and control systems and video wall software is 
a complex undertaking. While it is certainly not an impossible 
task for an in-house engineering team, deployment of a 
complete control room solution will undoubtedly require a 
high level of expertise and a fair amount of integration work. 
Because most in-house staff already have a full slate of 
responsibilities, working with a third-party solution provider 
can be the fastest, simplest and most economical way to 
establish flexible, high-performing routing, switching and 
extension of video and peripheral signals. 
 
Black Box can help you find a solution that incorporates  
KVM matrix switching (proprietary and/or IP-based), a video 
wall and control interfaces, as well as the required network 
infrastructure, all configured to the project and company’s 
unique parameters. In addition to offering innovative and 

industry-leading KVM infrastructure systems, as well as 
an array of AV components and products, Black Box boasts 
an extensive team of technicians who are experienced in 
integrating these systems in a resilient, high-performing 
solution tailored to the specific needs of an enterprise and 
its control room operations. As connectivity experts, these 
technicians provide future-proof solutions built for flexibility 
and scalability so that control rooms and their operators can 
adapt readily to the next big technological advance, be it a 
specific display interface or a new video resolution. 
 
Black Box has deep technical expertise, a wide support 
system and an extensive portfolio. As a leading control 
rooms solution provider, the company helps control room 
planners around the world to optimize the visualization 
of critical data, to boost workflow efficiency and to bring 
collaboration in the control room to a whole new level. Visit 
our Control Room Landing Page to contact us or learn more 
about our technology solutions: blackbox.com/controlrooms. 


